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Abstract

Video calls have become an essential part of remote work.
They enable employees to collaborate from different loca-
tions, including their homes. Transmitting video from the
personal living environment, however, poses a privacy risk:
Colleagues may gain insight into private information through
details in the background. To limit this risk, video confer-
encing services implement virtual backgrounds that conceal
the real environment during a video call. Unfortunately, this
protection suffers from imperfections and pixels from the
environment occasionally become visible.

In this paper, we investigate this privacy leak. We analyze
the virtual background techniques used in two major video
conferencing services (Zoom and Google) and determine how
pixels of the environment leak. Based on this analysis, we
propose a reconstruction attack: This attack removes the
virtual background by re-purposing the video conferencing
software and uses semantic segmentation to filter out the video
caller. As a result, only pixels leaking from the environment
remain and can be aggregated into a reconstructed image.

We examine the efficacy of this attack in a quantitative
and qualitative evaluation. In comparison to previous studies,
our attack recovers at least 53% more leaked pixels from a
video call, exposing larger areas of the environment. We thus
conclude that virtual backgrounds currently do not provide
an adequate protection in practice.

1 Introduction

Video calls have become an indispensable tool in the daily
operation of many companies and organizations, enabling
remote connections that reduce commuting and support work-
ing from home. In particular during the COVID-19 pandemic,
many companies expanded remote work to reduce infection
risks and maintain operations [57, 58]. While the pandemic
now subsides, it is evident that remote work via video confer-
encing will remain a valuable means for collaboration.
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Video calls from home, however, do not only offer advan-
tages: By transmitting video directly from the personal envi-
ronment, users reveal details about their living circumstances
and preferences. Unintentionally, colleagues may gain insight
into privately held information through objects or pictures in
the background, such as religious, cultural, or intimate items.
This risk increases especially when video calls are frequently
made from spaces that are not used exclusively for work, such
as living, hobby, and dining rooms.

As a remedy, video conferencing services have integrated
algorithms for creating virtual backgrounds into their soft-
ware. Instead of showing the environment behind a person,
the background of the video is replaced with an image, leav-
ing only the person in the front visible. These virtual back-
grounds aim at increasing the users’ privacy and allow for
more spontaneous switching between personal and business
activities at home. Unfortunately, they suffer from imper-
fections in practice. During a video call, pixels of the real
environment shortly become visible at the transition between
the foreground and background. While these artifacts only
cover a minimal area, it is unclear how much this privacy leak
can accumulate during a video call and expose larger regions
to an attacker.

A few studies [27, 50, 59] have investigated this privacy
problem and developed attacks for reconstructing pixels. So
far, however, the origin of the leaks has not been analyzed in
detail, so that the attacks mainly rely on ad-hoc strategies for
reconstruction. In this paper, we set out to fill this gap. In par-
ticular, we analyze the implementation of virtual backgrounds
in two major video conferencing services (Zoom and Google
Meet) and determine how pixels leak from the environment.
Based on this analysis, we introduce a novel reconstruction
attack: Our attack first re-purposes functionality of the video
conferencing software to remove the virtual background. It
then proceeds to filter out the person in the foreground using
semantic segmentation, leaving only leaked pixels from the
real environment. By aggregating these over a video call,
our attack expands the leaked region and ultimately exposes
objects in the background.



2 Motivation and Assumptions

At a rst glance, virtual backgrounds seem like a nifty conve-
nience feature for video calls. However, services like Google
Meet and Zoom also describe them as a privacy enhancement
that prevents the user's room environment from being visible
(a) Video call with virtual background  (b) Reconstructed environment to others [se@9, 67]. Before delving into this protection in
detail, let us rst consider examples of how revealing objects
Figure 1: Example of our reconstruction attack on a video call. can compromise privacy and how users perceive this threat.
(a) Virtual background with pixels leaking information. (b) Recon-
struction of leaked pixels over an entire video call.

2.1 Motivation

_ When video data is transmitted directly from an unprepared
To assess the ef cacy of this attack, we develop the ISt o ironment, such as a living room or of ce, there is an in-

test bed for controlled evaluation that provides ground truth o et risk of sensitive information being viewed from the
atthe level of individual pixels (foreground, real environment, , ;isije. For example, there is a series of incidents in which
and virtual background). This is achieved by recording videos yy;_; passwords have been revealed on whiteboards in public

in a professional green-screen studio, where foregrounds andphotos and videosl[L, 16, 39, 46, 47]. In these cases, the
backgrounds can be blended at high resolution and then scaled;cimg were either unaware of the leaked information or the

to standard video dimensions. With this procedure, we géNn-g.qding location has been chosen spontaneously. Similarly,
erate labeled videos from 18 persons, 10 real environmentsimate items, such as adult toys, have become visible in

and 6 virtual backgrounds. For each person, we record a realoes where individuals were interviewed from their home

conversation as well as individual gestures typically observed location via video callsg0, 41, 53). While the latter leaks
in video calls, such as head and hand movements. are drastic examples and may have even been created inten-

For the two platforms (Zoom and Google Meet), we nd tionally, they demonstrate the gravity of privacy leaks.
that 12% to 23% of the environment leaks in the median

during regular conversations. In most cases, however, theMotivating survey. Virtual backgrounds may give users
leaked pixels are blended with the surrounding, hindering a the impression of easily mitigating these privacy risks. To
direct extraction. Our attack still accurately reconstructs 14% illustrate this perception, we conduct a survey with 203 par-
of these pixels for Google Meet and 9% for Zoom on average, ticipants to gain insights into (1) the prevalence of virtual
thus improving over existing worl2[7, 49]. Figure 1 shows  background usage, (2) the reasons for their use, and (3) the
an example of our attack on a video call. implication of information leakage. Further details about this

Finally, we introduce two defenses to mitigate attacks survey are described in Appendix A.
against virtual backgrounds. While the defenses reduce the We nd that 49% of the participants use video conferences
number of reconstructed pixels notably, they either require at least once per week, and 93% are aware of the virtual back-
an impractical overhead or reduce the visual quality. We ground feature. Moreover, 38% of the participants report us-
thus conclude that virtual backgrounds cannot currently be ing virtual backgrounds regularly, with 17% employing them
used for privacy protection and advice always setting up a in every video call. When asked about the reasons for this
dedicated area for business video calls. usage, two signi cant responses emerge: hiding objects and

covering a messy background. 81% of the participants agree

Contributions. In summary, we make the following contri- that hiding objects motivates their use of virtual backgrounds,
butions in this paper: while 74% give the same agreement for messy backgrounds.
Both responses indicate that virtual backgrounds are generally
perceived as a privacy feature.

As a consequence, 62% of the participants feel uncomfort-
able if objects in their room were to become visible despite
using a virtual background. This discomfort even increases

« Novel reconstruction attackiVe propose a novel recon- {0 82% when participants consider the possibility of a messy

struction attack that realizes a meet-in-the-middle strat- background being exposed. If this leakage results from an
egy to expose leaked pixeld. (Section 4). attack rather than an error, 84% of the participants agree that

this is an invasion to their privacy. Our survey demonstrates

« Evaluation with ground truthwe conduct the rstcon-  that users rely on virtual backgrounds to protect their privacy,

trolled evaluation that uses pixel-wise ground truth to which motivates us to investigate the effectiveness of this
assess the performance of attacks. $ection 5). protection in detail.

« First analysis of leaking pixeldNe present a privacy
analysis of virtual backgrounds and determine how im-
perfections leak environment pixels (Section 3).



Table 1: Overview of the two considered video conferencing ser-
_ _ . vices. Related open-source implementations are listed below.
Our analysis of virtual backgrounds rests on two assumptions

that characterize the capabilities of an attacker that aims to ggpyice

2.2 Assumptions

Version Segmentation Scaling & blending

spy through them. — :
Zoom 5.9.3 256 144  Bilinear scaling,
(A1) First, we assume that the attacker has access to a video sharpening
in which the victim hides objects in the environment Google Meet ~ 111.0 256144  Nearest-neighbor
using a virtual background. This access can be obtained scaling, joint bilateral
either by participating in a video call with the victim lter, light wrapping
or by retrieving a recording of such a call from another Jitsi Meet 2.0.6826 256144 Nearest-neighbor
(intermediary) party. scaling, Gaussian blur
BigBlueButton 2.4 256 144  Nearest-neighbor

(A2) Second, we assume that the attacker has access to the
same video conferencing software that the victim uses.
While the software versions do not have to match per-
fectly, we require that the implementation of the virtual Video conferencing services. To gain insights on this trade-
background is identical. This allows the attacker to re- off and the underlying algorithms, we consider two major
purpose the implementation, as shown in Section 4. services for video conferencingoomandGoogle MeetWe
select Zoom, as it has been the market leader for video con-
exception that the attacker has adequate computational ref€r€Ncing in 2022 with a share of 55%4). Zoom uses a pro-
prietary implementation, so that we have to reverse-engineer

sources. Since time is not a critical factor in our attack and it )

runs successfully on high-end desktop systems (see Section 5]t 10 understand how virtual backgrounds are computed. In

we omit speci ¢ hardware requirements in this context. contrast, we select 6,009'9 Meet, since it builds on.the open-

source frameworkediaPipg 23], which allows us to directly

investigate the employed algorithms. Moreover, MediaPipe is

frequently used in open-source projects for video calls, such

asJitsi Meet[34] andBigBlueButtor{10]. Table 1 presents

an overview of the considered video conferencing services.
Based on our analysis, we identify two basic steps present

in the implementations of virtual backgrounds (see Figure 2):

scaling, Gaussian blur

We refrain from making further assumptions, with the

3 Leaks in Virtual Backgrounds

Despite their recent integration in video conferences, virtual
backgrounds actually rest on a classic problem of computer
vision, referred to asmage matting Given an image or

video frame, the task is to separate the foreground from the
background, so that both regions can be independently pro- 1. Scaled segmentatioim the rst step, an image matting

cessed. Several approaches have been devised for addressing
this problem, ranging from early techniques based on pixel
sampling [L5, 36, 60] and color propagatior?f, 40, 55 to
recent methods using deep learnidg 14, 43, 51, 63, 66).
Conceptually, all approaches build on computingaskthat

is performed using learning-based segmentation. This
is a costly operation. While different learning models
are employed, all implementations conduct this step on
a down-scaled version of the video frames.

2. Scaling & blending:n the second step, the computed

indicates how each pixel of an image contributes to the fore-
ground and the background. This madk also known as
ana-matte assigns a value between 0 (background) and 1
(foreground) to each pixel, indicating its contribution.

Image matting can be performed with high quality and
ef ciency when suf cient computing resources are avail-
able @3, 51]. However, video conferencing services cannot
expect their users to provide these resources regularly. In
contrast, the devices engaged in video calls signi cantly vary As the rst step, the considered implementations perform a
in hardware capabilities and often possess limited computing segmentation of the video frames to separate the person in
power. This limitation becomes even more apparent whenthe front from the background. Due to the varying color and
considering the wide range of environments in which video texture of skin, clothing, and background, advanced segmenta-
calls are conducted, such as homes, of ces, or on-the-gotion methods based on deep neural networks are necessary for
scenarios. For example, of ce systems may have far more this task. At the same time, video conferencing services want
computational resources compared to mobile devices. Toto make virtual backgrounds accessible to most customers,
achieve a reasonable frame rate on all of these devices, théncluding those using older hardware. For example, Zoom
employed algorithms for virtual backgrounds must strike a lists an Intel i5-3000 as the minimum requirement for using
balance between quality and ef ciency. its service, an thirteen-year-old mid-range processor [68].

mask is up-scaled and used to place a virtual background
on the video frames. Since up-scaling leaves artifacts
in the frames, various image lters are applied to better
merge the foreground and the virtual background.

3.1 Scaled Segmentation



anew mask witt256 144 1 pixels. We assume that Zoom
decided to employ this unusual architecture taking two frames
and a mask as input to stabilize the segmentation during rapid
movements.

The implementation used in Google Meet and the two open-
source projects rests on the segmentation provided by Media-
Pipe. The algorithm is implemented using a convolutional
neural network derived from the MobileNetv3 architecture.
Figure 2: Schematic depiction of computing a virtual background As discussed by Howard et a[30], this architecture has
( =environment, =virtual bg). The input frame (a) is segmented been speci cally designed to provide ef cient performance
at a lower resolution (b). The segmentation mask is up-scaled andon mobile devices. The neural network builds on convolution
processed using image lIters (c). primitives of the XNNPack backend by Googl]. As input,

the network processes a single frame&66 144 3 color

T bl i {25 f d on thi ixels and returns a mask 866 144 1 pixels @-matte).
Id ° (ra]nad €a sr—tzﬁm.en ? lon at i rames pte(;_secttl)n on tl he same con guration is used in the open-source projects
older hardware, the implementations cannot directly opera eBigBIueButton and Jitsi Meet [9, 33].

on the video stream of common webcams with a resolution

of 1280 720 pixels per frame (720p). Instead, they scale Key ndings. None of the considered implementations
down the frames to a lower resolution prior to the segmenta-performs a segmentation of the original video. Instead, the
tion. All implementations in our analysis scale the frames t0 frames are rst scaled down and then segmented. This scaled
256 144 pixels which reduces the amount of pixels by 96% gegmentation is imperfect by design. Pixels leak unavoid-
and thus renders an ef cient segmentation possible. However,gpy from the environment when the transition between fore-
this scaling also decreases the segmentation granularity a”‘éround and background happens within less tharb pixels,
causes the foreground and _backgrou_nd to be represented iRg shown in Figure 2(b). While the employed segmentation
blocks of 5 5 pixels, as depicted in Figure 2(b). algorithms may suffer from further inaccuracies, we nd that

_Letus describe this process more formally. We consider a the |ow resolution is a driving factor responsible for leaking
video frameX composed of color pixels imcolumns and  pjxels in all considered implementations.

nrows, thatisX hasthe sizen n 3. Inthe rst step, this
frame is scaled to a lower dimensio? n° 3 and then
segmented to obtain a mask as follows

(a) Video frame (b) Scaled segmentatior{c) Scaling & blending

3.2 Up-Scaling & Blending

In the next step, the scaled segmentation is used to blend the
foreground with a chosen image of the virtual background.
wheresEGMrepresents a segmentation function smALEx However, simply overlaying the pixels of both regions using

a down-scaling operation. The mddkhas the size® n® 1 the generated mask is not possible due to the incompatible res-

and can be used to solve the classic image matting equation_olution. Moreover, differences in brightness and color balance
might lead to artifacts. Consequently, all implementations

X=M F+(1 M) B; up-scale the segmentation mask and apply a range of image
Iters for creating a better blend of the regions. These lters

whereF andB are the unknown foreground and background, myst strike a balance between smoothing and sharpening: On
and is a pixel-wise multiplication. the one hand, the transition to the virtual background should

Note that the segmentation functi@EGm can use ad-  pe gradually blended, while on the other hand, the contour of
ditional inputs for determining the mask, such as previous the person in the front needs to be preserved.
frames or a reference image of the backgrousd. [ For Formally, the generated mabkis up-scaled to the original
simplicity, we omit this information in our notation. sizem n and then used to combine the segmented fore-
ground inX with a given image/ of a virtual background.
For simplicity, we assume thatis of sizem n 3. This
combination process can employ different image Iters, so
we describe it using a uni ed blending functi@wenD,

M = SEGM(SCALE#(X));

Employed algorithms. For computing the segmentation,
Zoom employs a proprietary algorithm. To obtain further
insights, we analyze the Windows client, version 5.9.3 (3169).
We nd that the segmentation builds on a convolutional neu-

ral network realized using a common layered architecture of X = BLEND(X;V; SCALE(M)):

convolution primitives. The network is implemented with

the Intel MKL-DNN library [31] and thus bene ts from hard-  wheresCALE- is an up-scaling operation on the mask. As are-
ware acceleration. As input, the network processes two videosult, we obtain a new fram¥ where the original background
frames o256 144 3color pixels and the previous segmen- has been replaced by the imagend only the foreground
tation mask oR56 144 1 pixels(a-matte) The output is with the video caller remains.



Figure 3: Overview of attack against virtual backgrounds£ environment, = virtual bg). The attack proceeds in three phases: removal
of background using re-purposed image matting (Section 4.1), removal of foreground using human segmentation and skin color detection
(Section 4.2), combination of masks and aggregation of leaked pixels (Section 4.3).

Employed algorithms Interestingly, the choice of scaling 4.1 Background Removal

algorithm and image Iters differs considerably between the ) ) ] ] )
implementations. Zoom uséidiinear samplingio scale the In the rst step, we aim at removing all pixels associated with
segmentation mask to the original size of the video frame ang the virtual background. This task seems straightforward at the

then processes the blurry result witlstzarpening lter. In rst glance, as the wallpaper imageis typically static and
contrast, Google Meet usasarest-neighbor scalinfpllowed might even be known to the attacker. However, we are faced
by ajoint bilateral image lIter, speci cally designed to merge with a complex processing (;haln: The virtual background has
image regions while preserving their contody 18, 48, 56. been scgled and bquded with plxels of thg foreground and the
In addition, the client of Google Meet emplajght wrapping real environment. Naively, cutting out regions likely destroys

animage lter to better match different lighting conditions in  v&luable information contained in these pixels. o
the boundary regiomp]. The open-source projects Jitsiand ~ Previous work has addressed this problem by mimicking
BigBlueButton implement a less involved setup and use only the creation of a virtual background using computer vision
nearest-neighbor scaling witaussian blutto smooth out  techniques 7, 49, 59]. Instead of an imitation, however,
the edges in the scaled mask [9, 33]. we propose tae-purposethe original matting algorithms
provided by the video conferencing services. That is, we
use the exact same segmentation for removing the virtual
background that was used to add it. Figure 4 illustrates this
process. To compensate for inaccuracies in the re-created
mask and for the presence of image lters, we employ a
re nement process that ensures missing leaked pixels are
added and incorrectly identi ed leaking pixels are removed.

Key ndings. Image Iters play a crucial role in combin-
ing the virtual background with the foreground. While the
choice of Iters varies, they all aim to create a natural blend
of the image regions. In particular, smoothing lIters obstruct
the visibility of pixels leaking from the environment, making
privacy attacks more dif cult. As we show in the evalua-
tion, several of the leaked pixels are mixed with neighboring
colors (see Section 5).

4 Attacking Virtual Backgrounds
(a) Video frame (b) MaskM; (c) Remaining pixels

Armed with an understanding of the scaled segmentation andrigure 4: Partial removal of background using re-purposed image
image lters underlying virtual backgrounds, we are ready matting ( = environment, = virtual bg). The original segmenta-

to develop a reconstruction attack. As shown in Figure 3, tion from the video conference system is re-purposed.

this attack consists of three basic steps: First, we carefully

remove as much of the virtual background as possible, leav-

ing only the pixels that contain information captured by the Re-purposing image matting. We assume that the attacker
camera (Section 4.1). Next, we mask the person in the fore-has access to the same video conferencing software as their
ground using human segmentation and skin color detectionvictim (see Section 2). In the case of open-source software,
(Section 4.2). This leaves us with only those pixels that are they can directly inspect the implementation of virtual back-
neither foreground nor background. Finally, we aggregate grounds. As an example, we re-implement Google Meet's
these over several video frames and combine them into aimage matting by using the segmentation model provided by
reconstructed image (Section 4.3). the MediaPipe framework and a bilateral lIter.



For closed-source software, the process requires reverse ersegmentation. Consequently, we now apply a semantic seg-
gineering and re-purposing parts of the compiled code. This mentation to the original video frame to remove the person
is a more involved task but clearly within the reach of so- in the foreground. Our rationale is to follow a meet-in-the-
phisticated adversaries. To illustrate this step, we inject a dy-middle strategy and further reduce pixels that are unlikely to
namically loaded library into the running Zoom proce8s§|[ contain leaked information. Since segmentation sometimes
Our library hooks into the code creating the virtual back- fails to identify parts of the video caller, we additionally re ne
ground and adds two new features: (a) processing custonthis process using a skin color detection.
input frames and (b) extracting segmentation masks.

As a result of this re-purposing, the attack step takes theHuman segmentation. Image segmentation has been a
same form as the original segmentation. That is, given a videoVivid area of research and there exists plenty of methods ap-

frameX, we create the repurposed tool's mask by plicable in our scenario [e. dl, 43, 51, 63, 66]. We select
. the recent methoBeeplLabvdy Google [13] for our attack.
M = SCALE:(SEGM(SCALE#(X))): This method enables ne-grained semantic segmentation and

achieves state-of-the-art performance in the popular PASCAL
VOC Challenge 2012. DeepLabv3 builds on an atrous con-

Mask re nement. In (t:ﬁnt_rast toa n(:tr_mal app!:jcatlc;n, how- | volutional neural network that enables segmenting objects at
EVer, We re-purpose the Image matling on video rames al-yige rant scales. This perfectly ts our scenario, as the size of

ready containing V|rtuallbackgr.ound. As resuIt,.the 9eNeryideo callers varies depending on the camera setup.
ated background mask slightly differs from the original one . ; : .
This segmentation process tends to include pixels belong-

and_thus we re ne itin the following two steps: ing to the environment rather than missing pixels of the person.
First, we observe that the new background mask tends . . :
In order to adjust for this and to keep as much valuable infor-

to be a little bit wider than the original one. To counter . : . .
. . . ) mation for our reconstruction, we add an erosion step with a
this, we use the technique efosion[56] to shrink the mask :
kernel of sizes, to further re ne the mask.

slightly with a kernel of sizes;. Second, some pixels of the
virtual background are not captured correctly by the mask.
To mitigate this, we estimate the virtual background imége
by determining the most frequent color (mode) of each pixel
observed during the video. We then add those pixels to the
mask whose color distance‘bis greater than a threshaigl
(likely not virtual background) and remove those whose color
distance is less than (likely virtual background).

In summary, the rst step of this mask re nement results
in an eroded background mask,

M, = ERODESEGM(X); Sp):

Figure 5 illustrates this human segmentation. In contrast to the
background removal, the mabk is not inverted. While in
Figure 4 the background is removed, the mask now lters the
person in the front so that it appears as white in Figure 5(c).
Note that the mask misses the hand as an example for an
incomplete segmentation.

Me = ERODEM;sy);

which we further improve by estimating and removing pixels
of the virtual background using the CIEDE2000 score as
distance functiomisT. This leaves us with a re ned mask

M; = Me+ DIST(I\/Ie;\7) >ty D|5T(Me;\7) <t (a) Video frame (b) MaskM; (c) Remaining pixels

Finally, we invert the mask to remove the virtual background Figure 5: Partial removal of foreground using human segmentation
from video frames as follows ( =environment, = virtual bg). The video caller is removed

using a semantic segmentation, such as DeepLabv3.
M1=BIN(1 Mrty))

whereBIN is a threshold function with thresholdthat dis- Skin color detection. During the development of our recon-
cretizes the nal masiy, to the values 0 and 1. struction attack, we noticed that the segmentation occasion-
ally missed body parts when they were separated by the frame
boundary. For example, when the person in the video call
raises their hand, the lower joints are often not fully visible
In the second step of our attack, we construct an antagonistor the segmentation and therefore the hand is not assigned to
to the previous background removal. This time, however, the foreground (see Figure 5). To address this unique problem
we cannot reuse the original implementation because we -in video calls, we introduce an additional re nement step to
nally have to cope with the ne details omitted by the scaled compensate for this issue.

4.2 Foreground Removal



In particular, we employ a simple model for adaptive skin ~ As a remedy, we use a heuristic to decide which pixels to
color detection. This model rst searches for skin colored add to the nal reconstruction. To this end, we assign each
pixels in the human segmentation following a broad de nition pixel of the reconstruction the color value from the largest
of skin tones. It then takes the median color and searches forleak that contains this pixel. That is, for a given set of leaks

corresponding mask is given by gation is de ned as
M3 = SKIN(X; Mz) _ ( Ly i=1
| .
whereskIN returns a binary mask indicating for each pixels EXTEND(L; 1) i>1
whether it falls within the given ranges of skin color. Figure 6 . ) o
provides a schematic overview of this step. where each framk; contains the pixels remaining after the

foreground and background removal ahdis the recon-
structed image based on the franhgs ::;L;. TheEXTEND
function assigns color values frohm to the pixels inL;
that have not yet been set.

This merging step is independent of the speci ¢ technique
used to extract leaked pixels. In Section 5.3, we therefore also
apply it to combine different attacks from previous work.

(a) Video frame (b) MaskM3 (c) Remaining pixels

Figure 6: Partial removal of foreground using skin color detection g5 Empirical Analysis
( =environment, =virtual bg). Image regions with human skin

color are removed. . S . .
We continue our examination of virtual backgrounds with

an empirical analysis. To begin, we measure the amount
of pixels leaked during Zoom and MediaPipe video calls
4.3 Combination and Aggregation (Section 5.2). In this controlled experiment, we have perfect
ground truth, allowing us to accurately attribute pixels to
foreground, virtual background, and leaked environment. We
then proceed to quantify the extent to which these leaked
ixels can be recovered using different attacks (Section 5.3).
‘ginally, we present a qualitative evaluation with video calls in
areal environment (Section 5.4). Before proceeding, however,
we rstintroduce our controlled experimental setup.

So far, each attack step aimed at masking the virtual back
ground or foreground for individual frames. As a single frame

contains only a fraction of the leaked pixels from the environ-
ment, we need to aggregate the exposed pixels and combin
them into a reconstructed image.

Mask combination. We start the reconstruction by combin-
ing the masks for the background and foreground generated in
the previous steps. Technically, we rst determine the union

of the binary masks and then remove the respective pixels

from X through an inversion Akey to characterizing privacy leaks in virtual backgrounds is
precise knowledge about the true foreground and background
in a video call. Previous research has relied on manual annota-
tion of video frames for obtaining this knowleddg&/], which

is time-consuming and error-prone. To improve this process,
we develop a controlled experimental setup in a green-screen
studio. Our goal is to simulate the scene of a video call at high
resolution while having complete control over the foreground
and environment. In particular, we proceed in three steps.

5.1 Experimental Setup

L=X (1 (Mi[ Mz[ Mg)):

As a result, we obtain a framethat contains only pixels that
neither match the foreground nor background of the video and
are therefore candidates possibly leaking information about
the caller's real environment.

Leak aggregation. The frameL is not the nal output of
our attack, as it contains different types of pixels: First, a few
missed pixels from the foreground and background can slip 1. Foreground recordingWe record 18 persons in front of
through the previous steps. Second, we nd leaked pixels that a green screen at high resolution. In the rst part of the

are blended with their surrounding to varying degrees. This recording, the subjects are engaged in a conversation to
mix of information obstructs the aggregation. We therefore capture usual movements in video calls. In the second
cannot simply overlay or average the extracted frames, as this part, we ask the subjects to perform typical gestures with

would lead to artifacts and result in a sub-optimal blurred their head, hands, arms, and body. A detailed description

reconstructions of the environment. of our experimental protocol is provided in Appendix B.



(a) Input video frame (b) Video frame with virtual background (c) Pixel-wise ground truth

Figure 7: Example of evaluation video. (a) Video frame composed of a person and a room image. (b) Virtual background as generated by
Zoom. (c) Ground truth for frame (= environment, = virtual background, = foreground).

2. Environment imageVith the help of the high-resolution As an example, Figure 7 depicts a frame from a generated
masks, we combine the foreground with various images evaluation video in different versions. The rst version (a)
of background environments, including living rooms, displays the simulated video scene combining the foreground
of ces, and outdoor scenes. Speci cally, we use 10 and environment. The second version (b) shows the output of
background images, which are shown in Figure 17 in the Zoom with an inserted virtual background. Finally, version (c)
appendix. By merging the foreground and backgrounds, presents the ground truth of the frame, where notable leaks at
we generate 180 scenes of video calls. An example of the hand and arm are clearly visible.
such a scene is shown in Figure 7(a).

3. Video conferencingn the last step, the generated videos 5.2 Ground-Truth Analysis

are down-scaled to the common dimension of video calls The evaluation videos with ground truth allow us to investigate

(1280 720pixels). The videos are then processed by privacy leaks in virtual backgrounds from the perspective

the software of Zoom or MediaPipe, which applies vir- of an optimal attack. That is, we can locate all pixels that

tual backgrounds to them. We use 6 wallpapers available leak information from the real environment, independent of a

with the video conferencing software, which are shown particular attack. This analysis helps us to establish an upper

in Figure 17 in the appendix. As a result of this step, we bound for the pixel leakage of virtual backgrounds.

obtain a total of 1,080 videos for each video conferenc-

ing service, along with pixel-wise ground truth. Measuring leaked pixels. We introduce a conservative and
an optimistic criterion for measuring leaked pixels: For the

Table 2 provides an overview of the video data recorded for conservative criterion, we conS|de_r a pixeffaly leakedif it L
the following experiments. In total, we generate 2, v&fBos passes unchanged through the virtual background, that is, it
of conversationgnd another 2,160ideos of gesturesith retains exactly the same color as the real environment. For the
pixel-wise ground truth for real and virtual backgrounds. _optimistic criterion, we consider a pixel partially Ie_aked
While these recordings do not exactly replicate the typical if it resembles some m'XF‘!Ve of colors from_the environment
duration and variety of real video calls, they capture short and other areas. By de n|t|.on, fully leaked pixels are a subset
sequences of real body movements. In particular, the videosOf these partially leaked pixels.
of conversations contain natural movements of people during
talking, whereas the videos of gestures re ect speci ¢ body JF

|

movements and their in uence on the pixels leaks. ediaPip

Zoom
| | | |
0 5 10 15 20

Fully leaked pixels (%)

Table 2: Overview of video data in experimental setup.

Type Content Resolution # MediaPip

Foreground Video recordings 384@160 18 Zoom e .

Environment Images of rooms 384@160 10 \ I \ \ \ \

Virtual backg. Default wallpapers 1280720 6 0 10 ) 20 30_ 40 50

Service Zoom and MediaPipe 1280720 2 Partially leaked pixels (%)

Evaluation videos of conversations 128G20 2,160 Figure 8: Leaked pixels in the evaluation videos of conversations.
Evaluation videos of gestures 128020 2,160

The leak is measured relative to the area of the real environment.
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